NFS Server Logging Slide 1

~
NFS Server Logging
Ricardo Labiaga
labiaga@Eng.Sun.Com
Sun Microsystems
_/

Connectathon ‘98 March 11, 1998



NFS Server Logging

Slide 2

What iIs it?

. FTP - Style Logging
- Transaction Oriented

. Auditing
- Request Oriented
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Motivation A

. Internet
- WebNFS Clients

- FTP replacement

. Intranet
- Audit Trall

- Debug Tool
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Requirements -

Compatible with wu-ftpd logging
Minimal Performance Impact
Reliablility

Information Filtering

Information Processing Capabillities
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Log Information A

* Timestamp
 Hostname of Requestor

« UID/GIid of Requestor

Operation Requested

Full Path of Object Accessed

Result of the Operation

Exception Condition
- Invalid Credentials, 1/O Error, etc
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Interesting Challenges A

. Filehandle to Pathname Mapping
- No Pathname stored on vnode

. Minimal Performance Impact
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Filehandle Mapping

- DNLC Mapping
- Cache miss requires alternate
method

. Construct Path by Searching the
Filesystem

- Expensive and Unreliable
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- Filehandle Mapping (contnued)

. Reconstruct Path by Inspection of
NFS Traffic

- Ignores local transactions

- New Kernel Filesystem Module
which Tracks Pathnames

- Performance impact even with log-
ging disabled
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~
Performance
NFS client request :
rfs_dispatch
process_request()
’ \/
Server’s reply svc_sendreply()
nfslog request()
svc_freeresults()
svc_freeargs()
J
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Performance (continued) h

. 2 - Step Logging
- Record Raw RPC request

- Post-process working buffer to
generate user log
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Architecture
gFS Buffer Post-processor Log File
erver File
(kernel)
share(1m) Filehandle
Mapping Module
config file
/
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Log Format -

. WU-ftpd Compatible Log Format
- Existing Scripts
- Some Assembly Required

Group RPCs into transactions
No Anonymous FTP user/passwd equivalent
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LOg Format (continued)

- W3C Extended Log Format
- Work in Progress

- Extensible
- EXxisting Tools
- http://www.w3.org/pub/WWW/TR
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