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NFS Security

• Goal

- Strong security services including authentication,
integrity and privacy

- Security Mechanism Independence

- Standards-based

• Solution

- A new RPC security flavor RPCSEC_GSS

- Use GSS-API

- Kerberos V5 and PAM

- Other security mechanisms
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RPCSEC_GSS Framework

RPC

Kerberos V5 Public Key Other...

GSS-API

AUTH_SYS AUTH_DH AUTH_KERB RPCSEC_GSS

NFS Appl...
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RPCSEC_GSS Components

• API

- rpc_gss_seccreate(..., mechanism, service, qop,...)

- rpc_gss_set_svc_name(server-svc-name, mech,...)

- etc...

• Protocol

- Security Context Creation

- RPC Data Exchange

- Security Context Destruction
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MOUNT

file handle=0xf824c
auth flavors=krb5p

mountd@port#x

NFS port? portmapper

port=2049

Start NFS operations using RPCSEC_GSS ...

When NFS uses RPCSEC_GSS

ServerClient

Example: # share -o sec=krb5p /export

config (krb5,privacy,qop)

/export
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Example: # share -o sec=krb5p /export (Continue)

RPCSEC_GSS_DESTROY delete context

gss_wrap

gss_wrap gss_unwrapencrypted FH

encrypted NFS datagss_unwrap

RPCSEC_GSS_DATA
NFS/FSINFO

tokens gss_accept
gss_init

RPCSEC_GSS_INIT

Client Server
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STATUS of RPCSEC_GSS

• (9/97) RFC 2203 - RPCSEC_GSS Protocol Spec.

• Framework will be in the future Solaris release.


