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Overview

» Solaris NFS Security Framework
 WebNFS Security Framework

« Java WebNFS Client

 Example
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" Solaris NFS Security Framework

e Strong security services including
authentication, integrity and privacy

e Security Mechanism Independence
 Use RPCSEC_GSS (RFC 2203)
» Use GSS-API (RFC 2078)

~
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WebNFS Security
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Solaris NFS Security Overview

NFS

!

RPC

lAUTH_SYS

wrion RPCSEC_GSS

it

GSS-API

KRB5

Kerberos V5
System
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WebNFS Security Framework

e Authentication, Integrity, Privacy

e Security Mechanism Independence

« RPCSEC_GSS

« GSS-API

 WebNFS Security Negotiation Protocol
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WebN FS Security Overview

NFS/WebNFS

'

RPC/RPCSEC_GSS

:

GSS-API
PKS KRB5

Kerberos V5
System

Public Key
System
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- Java WebNFS Client A
SDK API
! oy
Gig”ﬁgura“"D—' NFS/Sec-Nego :L__h_ttP___J:
Y
| RPc/RPCSEC GSS|
Y

G:IgnfiguratioD_, GSS-API
' '

Security Security
Mechanism Mechanism
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Example: # share -o public,sec=dummy /export

Client Server

LOOKUP,0x0,"/export/foo”,sys

s
- AUTH_TOOWEAK
LOOKUP,0x0,"0x81 /export/foo”,sys -
- dummy
LOOKUP,0x0,”/export/foo”,dummy -

-4

fh=xxx

~
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A Sun Microsystems Company

a N
Example (continue)

Glient Qerver
RPC/
RPCSEC_GSS INIT o
gss_init
- tokens gss_accept
NFS/READ

RPCSEC_GSS_DATA

encrypted FH

gss_wrap gss_unwrap

gss_wrap

-
gss_unwrap encrypted NFS data
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Summary
Client Server
RPCSEC_GSS Solaris
Java WebNFS NFS/WebNFS
RPCSEC_GSS
Vendor’s
NFS/WebNFS
\ J
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