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Ovevi ew of 1ses?

= |[KEdoem' t have away to negotiate IPssc SAS
for apartiaul a ded ination option

= Policy Sded or —shoul d wedefine one for

ea fic deg inaion options?

= ESPwith Auth— (M NEN )—<oul d weuse that
Ind ead of negotiaing anew SA?

* |CM Rarrors coul d blow aw ay the binding cache
antry.

= Authorization iIssue — How does one ver ify
w hether the M Nis authorized to ue the hom e
addr ess or ‘tar e-of addr es.




Policy Seledt or — Spea fic D edinaion
O pton?

» [P Trafficism gopedto IPsc policy by “sHeaos”
* Current Seled ors as Yed fied in RFC 2401
* Dedinaion IP addres
= Source |P addres
= Name
= Trangpor t layer protocol (ipv4 protocol or ipv6 next hdr

fid dg

=W antagea fic det ination option defined asasd edor ?
* Bindi ng updat es
* Binding ak
= Binding requed
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IKE—ID payl oad

= W adon’ t have away to negot iate IPsec Sasfor particul ar deg ination
option.

L can be s to ©0 which meansdl ded ination options

01234567890123456 /890123456 /8901

+-F-t-t-t-t -
Inext payl oad| RESEVRPayload Length |
+-+-+-t-t-t-t- bbb -
| ID TY PE]| | Port |
R s ety L L i i ot S SRR R

| ldentification D aa |
Tt g ST S S S S S N A

= Howdo wedo it for binding updat e requet , and ack only?
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ESPwith auth

= Currently, binding updat e m ud be proteded usng AH.

» |[f ESPwith auth SA isava lable baaweenM Nand CN,
dhoul d weuse thisind ead of negot iating anew SA with AH?

= \W oul need to use dternae ‘ca e-of” address option
In bindi ng updat e.
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A uthorizaion 1ssue

= Binding updat es are protect ed with IPsec. But |Psec it f does
not tel you how to do the authorization part... .

= Egdddlidgim ent of IPsec SA beeween M Nand CN
* Phae 1. (authentication phas)

= |dentity coul d be FQDN pertificat e, &c...
= Phaee 2. (negotiaing IPssc SA)

= Ushom eaddr ess as the identity (per M cbile IPV6 ec) —
D tha the SAscan be bound to the hom eaddr ess.

= Problem : W haprevent sM Nfrom ug ng hom eaddr ess of
om eother m obile node in phase 2.
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Authorization Issue (oont)

= After issue rased on IPsec maling lig 9 following
30l ution w as proposed:

 Have aoxtifica e for ever y m obille node that has
the hom eaddr ess and the identity.

= Poligy that verifiesthe phase | identity aga nd the
hom eaddr ess used in phase 1.

*Thisispos ble beeween M Nand HA —but how do we
do thiswith Random CN ?

*Requires globa PKI
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Authorization Issue (oont)

Pos3 ble Solutions uga ng DN SSEC

"  Punt lpsc
= Sendsgned m e ug ng the privat e k
asnd atged With%hom egddres%.. . ~

= Reogver can obtanthe public key fromthe DN S
oor regpondi ng to the hom eaddr ess to ver ify the
sgnaure

= DNSSEQlus Ipsec Alternaive 1.

= |nphaxe 1lookup the public key us ng the identity
st inphae 1 (FQDN)ad verify the sgnature.

= |nphae 2rever € lookup the hom eaddress
(iﬁlentlztly st ) and maoh itwithwha wegot in
phase 1.
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Authorization Issue (oont)

= DNSSEQusIPsc Alternaive 2

In phase 1 uske the hom eaddress itH f as the
Identity and get the publ ic key for verification of
ggnaure.

In phase 2 m ath the identity — hom eaddr ess
(one that wassnt inphase 1).

|ISSU E:3om el K Eim pem entations dhedk
w hether the phase 1 identity m aches the sour ce
addr ess of the packet if the identity Isan address

Poss ble 3ol ution : Invent anew ID type.
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Authorization Issue (oont)

= Bradne & d Solution:
= Doexvtned gobd PKI
= M NGeneaespudlicprivaekey par.

= M Noom putes hash of public key —EID and send to
CNa the begi nning of the =5 on.

= M Nneeds to send public key, 9gned BU ud ng the
privet e key.

= CNreod ves the pudl ic key & verifieswith EID and
then verifies the 9 gnat ure of the binding updat e.

Problem s W hatprevent s som eone from poof ing the
M Nand sendi ng abogus EID.
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