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Sum m ary of  M obile IPv6 Secur ity Issues



Sun M icrosyst em s
Confident ial

Int ernal  Use O nly
Connect athon 2001

&WKRQ�&WKRQ�

��������

Overvi ew of issues?

�  IKE doesn’ t have a way to negot iate IPsec SAs
for a particul ar dest ination option

�  Policy Select or – shoul d we def ine one for
speci fic dest ination options?

�  ESP w ith Auth – (M N-CN) – shoul d we use that
inst ead of  negot iating a new SA?

� ICM P errors coul d blow away the bindi ng cache
entry.

� Authorizat ion issue – How does one ver ify
whether the M N is authorized to use the hom e
address or “car e-of  address”.
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Policy Select or – Speci fic Destination
Option?

� IP Traffic is m apped to IPsec pol icy by  “sel ect ors ”
� Current Select ors as speci fied in RFC2401

� Destination IP address
� Source IP address
� Nam e
� Transpor t layer  protocol  (ipv4 protocol  or ipv6 next  hdr

fields)
�  Ports

�W ant a speci fic dest ination option def ined as a sel ect or ?
� Bindi ng updat es
� Bindi ng ack
� Bindi ng request
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IKE – ID  payl oad

� W e don’ t have a way to negot iate IPsec Sas for particul ar dest ination
option.

� Protocol  ID can be set  to 60 which m eans al l dest ination options.

� How do we do it for bindi ng updat e, request ,  and ack onl y?

01234567890123456789012345678901
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
|next  payl oad|RESEV|Payload Lengt h   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
| ID  TYPE| Protocol  ID|   Port                |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
|                  Ident ificat ion Data               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-
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ESP with auth

� Currently, bindi ng updat e m ust be protect ed usi ng AH.

� If  ESP with auth SA is avai labl e between M N and CN,
shoul d we use this inst ead of  negot iating a new SA with AH?

� W ould need to use al ternate “car e-of” address option
 in bindi ng updat e.
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Authorizat ion  issue

� Bindi ng updat es are protect ed w ith IPsec.   But IPsec itsel f does
not tel l you how to do the authorizat ion part… .

� Establ ishm ent of  IPsec SA between M N and CN
� Phase 1:  (authent icat ion phase)

� Ident ity coul d be FQDN, cer tificat e, etc…
� Phase 2:  (negot iating IPsec SA)

� Use hom e address as the ident ity (per M obile IPv6 spec)  –

so that the SAs can be bound to the hom e address.

�Probl em :  W hat prevent s M N from  usi ng hom e address of
som e other m obile node in phase 2.
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Authorizat ion  issue (cont )

�After issue raised on IPsec m ailing list  so fol low ing
  sol ution was proposed:

� Have a cer tificat e for ever y m obile node that has
the hom e address and the ident ity.

� Policy that ver ifies the phase I ident ity agai nst  the
hom e address used in phase II.

�This is possi ble between M N and HA – but how do we
do this w ith Random  CN?

�Requires global  PKI
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Authorizat ion  issue (cont )

 Possi ble Solutions usi ng DNSSEC

� Punt Ipsec
� Send si gned m essage usi ng the privat e key

associ ated w ith the hom e address… .
� Receiver  can obtain the publ ic key from  the DNS

cor respondi ng to the hom e address to ver ify the
si gnature.

� DNSSEC plus Ipsec A lternative 1:

� In phase 1 lookup the publ ic key usi ng the ident ity
sent  in phase 1 (FQDN) and ver ify the si gnature.

� In phase 2 rever se lookup the hom e address
(ident ity sent ) and m atch it w ith what we got in
phase 1.
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Authorizat ion  issue (cont )

� DNSSEC plus IPsec A lternat ive 2:

� In phase 1 use the hom e address itsel f as the
ident ity and get the publ ic key for ver ificat ion of
si gnature.

� In phase 2 m atch the ident ity – hom e address
(one that was sent  in phase 1).

� ISSUE: som e IKE im plem entations check
whether the phase 1 ident ity m atches the sour ce
address of the packet  if the ident ity is an address.

� Possi ble sol ution :  Invent  a new ID  type.
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Authorizat ion  issue (cont )

� Bradner  et al  Solution:
� Doesn’ t need global  PKI
� M N Generates publ ic-privat e key pai r.
� M N com putes hash of  publ ic key – EID and send to

CN at the begi nni ng of the sessi on.
� M N needs to send publ ic key,  si gned BU usi ng the

privat e key.
� CN recei ves the publ ic key &  ver ifies w ith EID and

then ver ifies the si gnature of  the bindi ng updat e.

Probl em s: W hat prevent s som eone from  spoof ing the
M N and sendi ng a bogus EID.
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