
  www.intel.com/labs

0RELOH�,3Y�
7UDYHUVDO�$FURVV
931�RU�´1$7�DQG
931µ�*DWHZD\V

0RELOH�,3Y�
7UDYHUVDO�$FURVV
931�RU�´1$7�DQG
931µ�*DWHZD\V

Intel LabsIntel Labs

Technical OverviewTechnical Overview



2
  www.intel.com/labs

$JHQGD$JHQGD

yy User scenarios for Mobile IP traversal across VPNUser scenarios for Mobile IP traversal across VPN
or “NAT and VPN” gatewaysor “NAT and VPN” gateways

yy Problem Statement for Mobile IP traversal acrossProblem Statement for Mobile IP traversal across
VPN or “NAT and VPN” gatewaysVPN or “NAT and VPN” gateways

yy Solution Overview that enables efficient, seamlessSolution Overview that enables efficient, seamless
Mobile IPv4 traversal across VPN or “NAT andMobile IPv4 traversal across VPN or “NAT and
VPN”gatewaysVPN”gateways

“NAT and VPN” refers to a Network topology, in which Mobile 
IPv4 traffic has to traverse one or more NAT gateways followed

by a VPN gateway in the path to its final destination
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Virtual Private Network (Virtual Private Network (IPsecIPsec-based)-based)
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MN99Scenario 1 –  MN roams to a foreign network, in a routable address space,Scenario 1 –  MN roams to a foreign network, in a routable address space,

                        outside the corporate DMZ –                       outside the corporate DMZ – using IPsec VPNusing IPsec VPN
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yy MIPv4 is incompatible with MIPv4 is incompatible with IPsecIPsec-based -based VPNsVPNs

yy FA assisted routing:FA assisted routing:

yy IPsecIPsec (encrypted) MIPv4 packets can not be (encrypted) MIPv4 packets can not be
processed by FAprocessed by FA

yy Non-FA assisted routingNon-FA assisted routing

yy VPN tunnel needs to be re-established as the MN moves fromVPN tunnel needs to be re-established as the MN moves from
one subnet to another (hand-off performance implications)one subnet to another (hand-off performance implications)

yy MIPv4 is incompatible with NAT gatewaysMIPv4 is incompatible with NAT gateways

yy Refer to draft-Refer to draft-ietfietf--mobileipmobileip--natnat-traversal-00.txt-traversal-00.txt
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yy Introduce a functional entity called Mobile IP Proxy (MIPIntroduce a functional entity called Mobile IP Proxy (MIP
Proxy) to help MIPv4 traversal across VPN or “NAT andProxy) to help MIPv4 traversal across VPN or “NAT and
VPN” gatewaysVPN” gateways

yy The MIP Proxy is in the path between an MN and itsThe MIP Proxy is in the path between an MN and its
corresponding HA, and acts as a surrogate MN and HAcorresponding HA, and acts as a surrogate MN and HA
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yy Can serve multipleCan serve multiple MNs MNs and and HAs HAs

yy SharesShares SAs SAs with MN and corresponding HA with MN and corresponding HA

yy Handles all MIP control packetsHandles all MIP control packets

yyThese packets do not go through theThese packets do not go through the
VPN gatewayVPN gateway

yy Allows Allows IPsecIPsec tunnel to be bound to invariant MN- tunnel to be bound to invariant MN-
Home address, which avoids SA refreshes afterHome address, which avoids SA refreshes after
each IP subnet hand-offeach IP subnet hand-off
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yy Can nominally run on a dual-homed host, however,Can nominally run on a dual-homed host, however,
it is possible to instantiate MIP Proxy on a singlyit is possible to instantiate MIP Proxy on a singly
homed hosthomed host

yy Leverages NAT traversal protocol extensionLeverages NAT traversal protocol extension
specified in draft-specified in draft-ietfietf--mobileipmobileip--natnat-traversal-00.txt-traversal-00.txt

yy supports NAT traversal where the HA is behind asupports NAT traversal where the HA is behind a
VPN gateway and hence not directly reachableVPN gateway and hence not directly reachable
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yy One Box SolutionOne Box Solution
––VPN and MIP proxy integrated on box boxVPN and MIP proxy integrated on box box

yy Two Box SolutionTwo Box Solution
––VPN and MIP proxy running in parallel on twoVPN and MIP proxy running in parallel on two

different boxesdifferent boxes
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yy Draft-Draft-adrangiadrangi--mobileipmobileip--natnat--vpnvpn-problem-stat--problem-stat-reqreq--
00.txt00.txt

yy draft-draft-adrangiadrangi--mobileipmobileip--natvpnnatvpn-traversal-01.txt-traversal-01.txt

yy draft-draft-ietfietf--mobileipmobileip--natnat-traversal-00.txt-traversal-00.txt


