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Agenda

 User scenarios for Mobile IP traversal across VPN
o “NAT and VPN” gateways

s Problem Statement for Mobile IP traversal across
VPNor “NAT and VPN” gateways

o Solution Overview that enables efficient, seamless
Mobile IPv4 traversal across VPN or “NAT and
VPN gateways

“NAT and VPN” refers to a Network topology, in which Mobile
IPv4 traffic has to traverse one or more NAT gateways followed
by a VPN gateway in the path to its final destination
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Glossary

Foreign Agent

Home Agent

Internet Protocol Version 4
Internet Protocol Version 6
Mobile IP (RFC2002 + bis)
Network Security Protocol
Mobile Node

Network Address Translator
Network Address Port Translator

Virtual Private Network (IPsec-based)
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MIPv4 Traversal Across
VPN or “NAT and VPN”
Gateways

Corporate
Foreign DMZ
“Network

Home
Network

/Scenarnio 1 — MN reams to a fereign network, in a routable address space,

outside the corporate DMZ —  using IPsec VPN
/Scenario 2 — MN roams to a foreign network, in a non-routable address

space _behind a NAT, outside the corporate DMZ _ , using IPsec VPN
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Problem Statement

* MIPVA4 Is incompatible with IPsec-based VPNs

* EA assisted routing:

* |Psec (encrypted) MIPv4 packets can not be
processed by FA

* Non-FA assisted routing

* VPN tunnel needs to be re-established as the MN moves from
one subnet to another (hand-off performance implications)

* MIPv4'is incompatible with NAT gateways

e Refer to draft-ietf-mobileip-nat-traversal-00.txt
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Solution Overview

* |ntreduce a functional entity called Mobile IP Proxy (MIP
Proxy) to help MIPv4 traversal across VPN or “NAT and

VPIN" gateways

s Jine MIP Proxy Is in the path between an MN and its
corresponding HA, and acts as a surrogate MN and HA

Corporate
DMZ

. Home
MIP Proxy Network

=
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Solution Basics

* Can serve multiple MNs and HAs
s:Shares SAs with MN and corresponding HA
s Handles all MIP control packets

s Jihese packets do not go through the
VPN gateway

s Allows IPsec tunnel to be bound to invariant MN-
Home address, which avoids SA refreshes after
each IP subnet hand-off
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Solution Basics (Continued)

e Can neminally run on a dual-homed host, however,
it'Is pessible to instantiate MIP Proxy on a singly
nemed host

s [everages NAT traversal protocol extension
Specified In draft-ietf-mobileip-nat-traversal-00.txt

o supporsts NAT traversal where the HA is behind a
VPN gateway and hence not directly reachable
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MIP Proxy Deployment

* One Box Solution
—\V/PN"and MIP proxy integrated on box box

s lwe Box Selution

—VPN and MIP proxy running in parallel on two
different boxes
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MIP Proxy and VPN
Integration — 1 Box Solution

TCP/IP

IPsec

Link Laye]

~hysical La§7'e

IPsec-based VPN
Gateway Stack
Integrated with

MIP Proxy

TC F)/ 1= Reverse Tunneling

Mode

IPsec Tunnel
. —»
end-point Non Reverse

Tunneling Mode

Physical Layer

(IPsec tunnel  IPsec-based VPN Gateway
end-point ) Integrated with MIP Proxy

MIP/IP/ESP/IP
IP/ESP/IP
MIP//IP
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MIP Proxy and VPN
Integration — 2 Box Solution

MIP Data Traffic From MN to CN MIP Data Traffic From CN to MN
VPN

VPPN
i . IE
- \g ﬁé—

MR Proxy = MIP Proxy

MIP Control Traffic From MN to CN and vice a versa

21\
MIP/IP/ESP/IP

gM=E > IP/ESP/IP
MIP Proxy MIP//IP

IP
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