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Stream Control Transmission ProtocolStream Control Transmission Protocol
(SCTP)(SCTP)

� :KDW�LV�LW"
� :KDW�QHZ�IHDWXUHV�GRHV�LW�RIIHU"
� :KDW�ZDV�LW�GHVLJQHG�IRU"
� )XQFWLRQDO�GHWDLOV�RI�KRZ�LW�ZRUNV"
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What Is It?What Is It?

• It is a new IETF trans port
protocol for reliable
messa ge-oriented data
transfer.

• It can be used an yp lace TCP
would be used.
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• Message boundaries are preserved.

• Multi-stream ca pable, a wa y to esca pe
"head-of-line” blockin g.

• Directl y support for multi-homin g.

• SACK is built into the protocol.

• Heartbeat/kee p-alive mechanisms are
inte gral part of the protocol.

How Is It Different Than TCP?How Is It Different Than TCP?
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• Un-ordered deliver y as an o ption.

• Message time-to-live o ption.

• Securit y cookie mechanism to
protect a gainst "SYN" attack.

• Path MTU discover y built-in.

• Better extensibilit y.

How Is It Different Than TCP? (Cont.)How Is It Different Than TCP? (Cont.)
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New IP Stack Model With SCTPNew IP Stack Model With SCTP

UDP

IP

Physical

TCP SCTP

Applications
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The Sub-layers WithinThe Sub-layers Within

Chunk Bundling

Sequenced Delivery (in a stream)

APPLICATION

User Data Fragmentation

Acknowledgement & Congestion Ctl

Packet Validation

Path Management

S
C
T
P

IP
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New Feature 1 - MessageNew Feature 1 - Message
Boundaries IntactBoundaries Intact

Network A'

Network A

MGC SG

Messages sent by user not a byte stream
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New Feature 2 - No Head-of-lineNew Feature 2 - No Head-of-line
BlockingBlocking

Network A'

Network A

MGC SG
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New Feature 2 - No Head-of-lineNew Feature 2 - No Head-of-line
Blocking (Cont.)Blocking (Cont.)

Network A'

Network A

MGC SGX
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New Feature 2 - No Head-of-lineNew Feature 2 - No Head-of-line
Blocking (Cont.)Blocking (Cont.)

Network A'

Network A

MGC SG
Retransmit

Held in kernel
awaiting retransmit
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New Feature 3 - Multi-homing SupportNew Feature 3 - Multi-homing Support

Network A'

Network A

MGC SGX
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New Feature 3 - Multi-homing SupportNew Feature 3 - Multi-homing Support
(Cont.)(Cont.)

Network A'

Network A

MGC SG
Retransmission to alternate
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New Feature 4 - SACK Built Into theNew Feature 4 - SACK Built Into the
ProtocolProtocol

Network A'

Network A

MGC SGXX
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New Feature 4 - SACK Built Into theNew Feature 4 - SACK Built Into the
Protocol (Cont.)Protocol (Cont.)

Network A'

Network A

MGC SG

SACK
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New Feature 5 - HeartbeatNew Feature 5 - Heartbeat

Network A'

Network A

MGC SG

HB
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New Feature 5 – Heartbeat (Cont.)New Feature 5 – Heartbeat (Cont.)

Network A'

Network A

MGC SG

HB-Ack
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New Feature 6 - Unordered DeliveryNew Feature 6 - Unordered Delivery

Network A'

Network A

MGC SG6 U 2 5 1
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What Are Transport Address, Endpoint,What Are Transport Address, Endpoint,
and Association?and Association?

�7UDQVSRUW�$GGUHVV�����D�FRPELQDWLRQ�RI
DQ�6&73�SRUW�DQG�DQ�,3�DGGUHVV�

�(QGSRLQW�����D�VHQGHU�UHFHLYHU�RI�6&73
SDFNHWV��FDQ�EH�UHSUHVHQWHG�DV�D�OLVW�RI
WUDQVSRUW�DGGUHVVHV�VKDULQJ�WKH�VDPH
6&73�SRUW�

�$VVRFLDWLRQ�����D�UHODWLRQVKLS�RU
FRQYHUVDWLRQ�EHWZHHQ�WZR�HQGSRLQWV�
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A Tail of 2 ProcessesA Tail of 2 Processes

Machine "A" Machine "Z"

Proc1

Port 2344

IP:Y1 IP:X1

Proc2

Port 1120

IP:X2 IP:Y2
Network X

Network Y
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Basic SCTP Packet FormatBasic SCTP Packet Format

6&73�LV�FRPSULVHG�RI�D�FRPPRQ�KHDGHU�DQG
VRPH�QXPEHU�RI�&+81.6

Common Header

Chunk 1

Chunk N

...
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Basic SCTP Packet FormatBasic SCTP Packet Format
(Cont.)(Cont.)

6&73�FRPPRQ�KHDGHU

6RXUFH�3RUW� 'HVWLQDWLRQ�3RUW

9HULILFDWLRQ�7DJ

$GOHU����&KHFNVXP
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Basic SCTP Packet FormatBasic SCTP Packet Format
(Cont.)(Cont.)

�(DFK�&KXQN�KDV�LWV�RZQ�FKXQN�GDWD
VWUXFWXUH�GHILQHG�

�&KXQN�IODJV�KDYH�VSHFLILF�GHILQLWLRQ�IRU
GLIIHUHQW�FKXQN�W\SH�

�:H�ZLOO�ORRN�DW�WKH�VSHFLILFV�RI�HDFK
FKXQN�DW�WKH�WLPH�ZH�H[DPLQH�WKH�XVH
RI�WKH�FKXQN�
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Basic SCTP Packet FormatBasic SCTP Packet Format
(Cont.)(Cont.)

$Q�6&73�FKXQN

&KXQN�7\SH� &KXQN�)ODJV� &KXQN�/HQJWK�

&KXQN�'DWD�



25© 2000, Cisco Systems, Inc. 

www.cisco.com

Chunks Used by SCTP to Operate:Chunks Used by SCTP to Operate:
Control ChunksControl Chunks

���,QLWLDWLRQ��,1,7�
���,QLWLDWLRQ�$FNQRZOHGJHPHQW��,1,7�$&.�
���6HOHFWLYH�$FNQRZOHGJHPHQW��6$&.�
���+HDUWEHDW�5HTXHVW��+($57%($7�
���+HDUWEHDW�$FNQRZOHGJHPHQW��+($57%($7�$&.�
���$ERUW��$%257�
���6KXWGRZQ��6+87'2:1�
���6KXWGRZQ�$FNQRZOHGJHPHQW��6+87'2:1�$&.�
���2SHUDWLRQ�(UURU��(5525�
���6WDWH�&RRNLH��&22.,(�(&+2�
���&RRNLH�$FNQRZOHGJHPHQW��&22.,(�$&.�
���([SOLFLW�&RQJHVWLRQ�1RWLILFDWLRQ�(FKR��(&1(�
���&RQJHVWLRQ�:LQGRZ�5HGXFHG��&:5�
���6KXWGRZQ�&RPSOHWH��6+87'2:1�&203/(7(�
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Basic Initiation (or Set-up)Basic Initiation (or Set-up)

 When an endpoint wishes to set-up an association
with a peer endpoint, it creates an initiation
chunk and sends it to the peer.

Type=1 Flags=0 Length=variable

Initiation Tag

Num Outbound streams Num  Inbound Streams

Optional/Variable length  parameters

Receiver window credit

Initial TSN
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Basic Association Initiation SequenceBasic Association Initiation Sequence

(QGSRLQW�$ (QGSRLQW�=

,1,7

,1,7�$&.

&22.,(�(&+2

&22.,(�$&.








����8VHU�GDWD�FDQ�EH�DWWDFKHG
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Basic SCTP DATA ChunkBasic SCTP DATA Chunk

Type=0 Flags=UBE Length=variable

TSN Value

Streams Number Stream Sequence Num

Variable length  User Data

Payload Identifier

Flag Bits UBE are used to indicate:

U – Unordered Data

B – Beginning of Fragmented Message

E – End of Fragmented Message

A user message that fits in one chunk would
have both the B and E bits set.
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Handle Lost PacketHandle Lost Packet

When a packet is lost, retransmission will
occur in one of two wa ys:

• When re peated sacks occur re portin g
the missin g packet (via holes ) 4 times.
Or,

• When a time-out occurs on the packet.

• The receiver will hel p speed thin gs up by
sackin g every packet when a hole exists.
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Handle Lost Packet (Cont.)Handle Lost Packet (Cont.)

• A SACK describes all received pieces, as
well as painting a picture for the sender of
what is missing and what is duplicated.

Type=3 Flags=0 Length=variable

Cumulative TSN

Receiver window credit

Gap Ack Bloc #1 start

Gap Ack Bloc #N start

Num of Dup=MNum of Fragments=N

Gap Ack Bloc #1 end

Gap Ack Bloc #N end

Duplicate TSN #1

Duplicate TSN #M
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Handle Lost Packet (Cont.)Handle Lost Packet (Cont.)

• Cumulative TSN is the highest consecutive
TSN received (no gaps).

• All gaps/fragments reports describe what has
been received.

• All gap/fragments numbers are offsets from
the cumulative TSN.

• Retransmissions are made to alternate
destinations if possible.
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How Streams Are UsedHow Streams Are Used

• Streams are used to provide a non-
head-of-line blockin g disci pline.

• Common uses would be to route a
given SLS from an SS7 link set for
ISUP over inde pendent streams.

• Another possible use is to route each
call reference number over a modulo
of the number of streams.
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An ISUP ExampleAn ISUP Example

SG MGCSS7-Network

IAM SLS=2
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An ISUP ExampleAn ISUP Example

SG MGCSS7-Network

IAM SLS=2
to: str=2

IAM SLS=8
IAM SLS=7
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An ISUP ExampleAn ISUP Example

SG MGCSS7-Network

IAM SLS=8
to: str=8

IAM SLS=7
IAM SLS=2
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An ISUP ExampleAn ISUP Example

SG MGCSS7-Network

ACM SLS=2
to: str=2

IAM SLS=7
IAM SLS=8
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Basic Association Shutdown SequenceBasic Association Shutdown Sequence

(QGSRLQW�$ (QGSRLQW�=

6+87'2:1

6+87'2:1�$&.

6+87'2:1�&203/(7(

8/3�VKXWGRZQ

'UDLQ�GDWD

'UDLQ�GDWD
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The SHUTDOWN ChunksThe SHUTDOWN Chunks

Type=7 Flags=0 Length=8

Cumulative TSN Ack

Type=8 Flags=0 Length=4

Type=e Flags=0 Length=4

The Shutdown Chunk includes the Cumulative TSN.

The Shutdown Ack confirms the sender has drained all data. 

The Shutdown Complete finalizes the association tear down
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Questions/answersQuestions/answers
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