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Overview

 As part of the ASCI (Advanced Simulated and
Computin g Program) we are lookin g to develop
and deploy a common security infrastructure and
a common distributed file system that meets the
needs of ASCI.

* We plan on transitionin g from IBM DCE/DFS to a
Microsoft Active Directory, LDAP, and NFSv4
environment
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i Current Environment

 Many Platforms — Microsoft, Sun, IBM, HP, SGil,
and Linux

» Authentication — IBM DCE (Kerberos 5) and
Windows Authentication (NT MD)

e Directory Service — IBM Cell Directory Service
and Active Directory

e Network File System — IBM DFS
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i Impetus for Chan ge

* IBM announces end of life for DCE/DFS support
at the end of 2004

* Microsoft Active Directory enables Kerberos and
LDAP support

e Expandin g use of secure WAN file system not
only for ASCI Labs (Sandia, LANL, and LLNL), but
other Labs and Plants as well (Pantex, Y12, . .)
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i Future Environment

e Still many Platforms

» Authentication — Kerberos V (GSSAPI and Active
Directory)

e Directory Service — LDAP
* Network File System — NFS Version 4 (?)
» Operation across multiple security Realms
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Product
Offerings

Planning and Integration Strategy
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Deployment

Plan Pilot . )Migratio
Development and Integration
Tasks

Tasks Tasks . .Ill-ligls;4 Li Tasks « Migrate or

e Review e Gap analysis f INUX e Transition application’s transition
IETF RFC e Monitor vendor re l;erence ¢ use of DFS to NFS V4 file data

o Identify development 0?\:|1u|?ilj§i$21en > * Expand deployment e Evaluate
vendor e Review PathForward hetero eﬁeous e Define Tri-Lab file NFS V4
plans and Alliances C gt thon-stvl space conventions features in

o Define development efforts to?_r:qec athon-style e Testing with other future
requirements * Evaluate initial . I?wstelz ?ation testin with storage releases

e Formulate vendor and withgsecuriw 9 components (e.g., e Security plan
strategy open-source infrastructure SGSFS) accreditation

implementations

¢ Define admin policies
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NFSv4 Implementation Reguirements

«TCP
» Kerberos 5 Authentication (RPCSEC_GSS)

e Seamless inte gration with Windows and Unix
systems.

* Robust Access Control Lists — specific access for
local users and groups and remote users and
groups.
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Concerns with NFSv4 Implementations

e User to UID/GID mappin ¢
e Group Information
e Access Control List processin g
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i User to UID/GID mappin ¢

 Must handle cross realm users ie -
john@sandia.gov  and john@lanl.gov  must be

different.

e Don’t want to create a local account for each local
and forel gn user.

« Don’t want forei gn users/ groups mapped to local
UID/GID.
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i ldea — Separate File systems

* For POSIX systems, separate local permissions
and network file permissions.

» Have files be locally owned by user nfsd, then
export those with permissions based on ACL.

 Local users can not access files throu gh local file
system

e Local users would just mount the directory usin g
NFS to have access to files they own.

 Problem - Where are ACL stored?
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i User’s Group Information

 Would like to see NFSv4 use LDAP to obtain local
group information for local users.

* Would like support for obtainin g group
iInformation for forei gn users.

* NFSv4 should work seamlessly with Microsoft
Active Directory.

* Optionally - Use Privile ge Attribute Certificate
from Microsoft Windows to obtain Group
Information.
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|dea — Customizable Callbacks

e Have the implementation use a customizable
callback to determine group information for
forei gn groups.

 This would allow modification to fit NFSv4 in
operatin g situations that best suite our needs.

* For example, we want to decode the Microsoft
PAC to determine group information, or we
communicate with forei gn LDAP server to
determine group identity of forei gn users.
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Order of Access Control List

e Problem: RFC 3010 specifies no wa Yy in which Access Control
Entry order is handled in a list. RFC just states “in order”.

« Access control list mana gement creates enou gh problems for
end users, now we have the followin g situation possible:

— We have user john@sandia.gov  who is a member of
users@sandia.gov

— We have a file we want users@sandia.gov  to access, so we
acl +r users@sandia.gov file.

— We don’'t want john to access the file, sowe acl-r
john@sandia.gov file.

— The ACL is: ALLOW read users@sandia.gov
DENY read john@sandia.gov

— Unfortunatel y, we have granted john access to the file when
we wanted to den y him access.
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i ldea — Processin g Order

e Solution: Process ACL entries in a specific order.
ALLOW or DENY at each step.

— First, check local user access.

— Next, check foreign user access.
— Next, check local group access.

— Next, check foreign group access.
— Lastly, check “others” access.

e This prevents ambi guity and provides an easier
to understand method for processin g ACL.
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i Sandia’s Goals

« Would like to work with Companies developin ¢
Implementations.

 Participate in testin g NFSv4 in cross realm
environments.
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