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Random is beautiful

The “Fly in a Bottle” method

@ When trapped in a bottle, a fly chooses a random direction to go...
@ .. and retries until it finds the bottleneck and exits

So does Trinity Fuzzer

@ PBasically, a “fuzz testing” engine
@ Use sycalls in a random way, with random arguments
@ Randomly, you can find such a dumb situation that something crashes
@ Do post-mortem analysis to find the bug
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Trinity In smarter than the fly

Most of fuzz tests will exit with EINVAL

Really dumb arguments are used
Syscall wants a valid Fd and the provided argument is no file descriptor
EINVAL exists slow down the fuzz test, increasing to time to find some interesting

Smart Fuzzing

Trinity Fuzzer knows how to do “really evil call to syscalls”
@ Arguments are not purely random
@ on startup, Trinity creates a list of Fds (pipes, sysfs, procfs, /dev, sockets, ...)
@ when a syscall needs an fd, it gets passed one of these at random
Every syscall has its arguments annotated, and where possible it tries to provide
something at least semi-sensible.
@ "Length" arguments get passed one of a whole bunch of potentially interesting
values
@ Fds are shared between multiple threads, which causes havoc sometimes.
@ Mmap buffers are fed to subsequent syscalls, sometimes with funny returns
@ And many other really nasty features... | dop:thave nightmares..

A
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Trinity for file system developers

Trinity Fuzzer is really good at locating bugs in FS

We run it against different versions of Lustre and found a bug in 5 minutes
We run it to make the implementation of 9p in NFS-Ganesha “bullet proof”
We have plans to run it against NFSv4.1

Difficulties

When used to test a distributed file system, things become trickier
@ A client+server pair is involved, both can produce the bug
@ You can't test a server or a client in a standalone way, you test their association
@ You need to have a close watch at the generated report to locate the bug
Trinity does test every available syscalls
@ \When testing file system, you have to retrict it to File System related operations

Finding bugs becomes easier... and it can be depressing..

YOUR FILE MANAGEMENT
<) SYSTEM IS,BAD

AND YOU SHOULD FEEL BAD A
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CZA  Trinity in action (1/2)

Prepare the environment to run trinity

B Create a dedicated directory in the FS to be tested
B Create a few files (/dev/urandom can be a good seed for test files)
B Run Trinity with on this “victim files”

+ Trinity has a “syscalls group” dedicated to VFS syscalls

[denielplganeshad ~]1F stat ‘mntAAictimssvictinl
File: “SmntAVictimssvictiml’
Size: 102400 Blocks: 200 I0 Block: 4096 regular file
Device: 28hA40d Inode: 3854133 Link=: 1
Access: (OB44/-ru—-r——r—-1 id: [ 04 root) Gid: 0/ root )
Accessi 2015-02-10 16320330, Q00000000 +0100
Modify: 2015-02-10 16;12:35, Q00000000 +0100
Change: 2015-02-10 16312135, 000000000 +0100
Birth: -
[denielplganeshad ~]F trinity —-g wfs -V SmntAVictimss
Trinity wl,.4 Dawve Jones <davejlredhat.com>
Done parsing arguments,
[init] shm is at Ox7FdI40200000
Found 91 3Z2-bit syscalls in group
Found Y& Bd-bit syscalls in group
[init] 32-bit syscalls: 91 enabled. 263 disabled., BG4-bit syscalls: 76 enabled. 241 disabled.
[init] page_zeros B Ox22e5000
[init] page_0xff @ 0x22eS000
[init] page_rand R 0x22eb000
[init] page_allocs B 0x22eel0
[init] page_maps @ Ox24F3000
[init] mappina[0]: (zeropage PROT_READ | PROT_WRITE) OxFfdI40f5F000 (3192 bytes)
[init] mappingll {zeropage PROT_READ) Ox7Fd340F5d4000 (2192 bytes)
[init] mappingl2 {zeropage PROT_WRITE) OxFFd940F5b000 (2192 bytes)
[init] mappinal3]: {(zeropage PROT_READ | PROT_WRITE) Ox7FdI40cE2000 (1ME)
[init] mappinal4]l: {zeropage PROT_READ) Ox7fd940bE2000 (1ME)
[init] mappingl5

]

]

]

1: (zeropage FROT_WRITE) Ox7fdI40a52000 (1ME)
[init] mappinglB]

]

]

]

0

1

+ (zeropage PROT_READ | PROT_WRITE)} OxFFdI40262000 (2MED
[init] mapping[7]: (zeropage PROT_REEAD) Ox7Fd940BE2000 (2ME)
[init] mappinal8]:

[init] mappinal3]:
[init] mappingll %
]

{zeropage PROT_WRITE) Ox7FdI40452000 (2MEB)

{zeropage PROT_READ | PROT_WRITE) Qx7fd40052000 (4MB)
: (zeropage PROT_READ) Ox7FAI3foB2000 (4ME)

[init] mappingl[11]: (zeropage PROT_WRITE) Ox7FdI3FEE2000 (4ME)

[init] mapping[12]: (zeropage PROT_REEAD | PROT_WRITE) 7 fd93eeB2000 (10ME)

[init] mappinall3]: (zeropage PROT_READ) OxFFd93edE2000 (10ME)

[init] mappinalld]l: {(zeropage PROT_WRITE) Ox7fd93ds62000 (10ME)

[init] There are 15 entrie=z in the map table

[init] start: 0xFFAI40FSF000 name: anon(PROT_READ | PROT_WRITE]

[init] start: 0x7FAI40F54000 name: anon(PROT_READ)

[init] start: O=FFAI4OFSEOO0  name: anoniPROT_WRITE]

[init] =start: 0x7FdI40cE2000 name: anon(PEOT_READ | PROT_WRITED

[init] =start: O0x7FFdI40bEZ000 name: anonPROT_READ) PAGE 5
[init] =tart: Ox7FFdI40aB2000 name: anon(PROT_WRITE)
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Trinity in action (2/2)

[309] lgetxattripathname=", mntAictinevictinll@8", name=0xFFFFFFFEFFFFOOO0, walue=txFFFFFFFFOOOO0O00, size=4084) = -1 (Mo =uch Fil

[310] chdir(filename="/mnt Yictinssvictind") = -1 {Hot a directory)

[911] ftruncate(fd=32, length=0) = -1 {(Imwalid aroument)

[912] readlirkat(dfd=32, pathname="", buf=0x1, bufsiz=18) = -1 (Mo such file o~ directory)

[913] rewstat(filename=" mnt Victims", statbuf=0x0) = -1 {Bad address)

[314] [32BIT] fdatasyncifd=31) = -1 {Irwalid arsment)

[915] getowd{buf=0=FFFFFf4de3hadbe, =ize=0) = -1 {(Mmerical result out of range)

[91E] ustat(dey=0xB0000000281 4285, wbuf=0:x1) = -1 {Irnvalid arpument)

[917] fanotify_mark(fanotify_fd=322, flagz=0x1d, mask=0x10000, dfd=E0, pathname="/AmntAAYictims victind") = -1 {Irnvalid arpument)
[912] chrootifilename=" mnt AVictims victind") = -1 {(Hot a directory)

[919] renameloldname=0x0, newname=0x3) = -1 (Bad address)

[920] fehdir(fd=19) = -1 {(Hot a directory)

[321] [32BIT] setfeqidigid=0xffc83d2b0cdSdbda) = 3000

[922] fehdir(fd=12) = -1 {(Hot a directory)

[922] fallocate(fd=32, mode=0xb, offs=et=39, len=285) = -1 (Irwalid argpument)

[324] fgetxattr(fd=32, name=Cx24f3000, walue=OxFFFFFFFFELOOOOO0, =zize=144) = -1 {Permission denied)
[925] flock(fd=31, cmd=CfFFFFFFFFFEIEFd) = 0

[926]
[927]
[928]
[929]

flock(fd=31, cmd=0xB000000000000000) = -1 (Imalid aroment)

[Z2BIT] getcudibuf=0x4, =ize=3281) = -1 (Bad address)

inotify_add_watchifd=31, pathname=" mrtAictimssvictinl?", mazk=0x24ck) = -1 (Imvalid aroument)

chdir(Filename=" nntNictinz") = 0

[330] lsetxatteripathname="/mntAYicting" . name=0x0, value=0x0, 2ize=2322, Flags=0xl) = -1 (Bl ackhessz)

[331] symlirk(oldname="BmntBYictins@victinl3/", newname=" mntAlictins/victinld") = -1 (File exists)

[332] [32BIT] fchownat({dfd=31, filerame=" mrtAAictims vickinl2", user=0xFFFFFFFFECaB13a2, group=lxedcOBc, flag=0=FFFFFFFF394b4102) =

3
[932] [32BIT] chrootifilename=" mntMYictimsdwicting") = -1 (Hot a directory)
[934] pipel(fildes=0x4) = -1 (Bad ackkess)
[335] lgetxattr{pathname="/mnt A ictins vickinlB", name=0xFPRFFFFf3efddaty, walue=0x4000000040000000, size=13707) = -1 {(Bad address)
[936] [32BIT] linkf{oldname="/mnt Yictins victinl3", newname="/mnt NVictims wictiml3") = -1 {File exists)
[337] fstatfs(fd=51, buf=0:FFEEFFAFSL000000Y = -1 {(Bad acklress)
[933] rewstat(filename="/mnt AVictims victim20", statbuf=0x4) = -1 (Bad address)
[939] mkrod(filename=" wntAictims victing”, mode=3607, dew=0x800000003FfFFffd) = -1 (File exists)
[340] unlinkat{dfd=31, pathname=" wntAictimsAwictim?2", flag=—11) = -1 {Irmalid arm;ment)
[941] [32BIT] link{oldname="/mnt Victins victin?", newname=" mnt/AVictims victing") = -1 {File exists)
[342] chrootifilename=" mnt Victims victingd") = -1 {(Hot a directory)
[343] getdents64(fd=31, dirent=0xz22e8000[page_UxFF], count=0) = -1 (Mot a directoey)
[344] 1listzattr{pathname="/mnt Victims victind", list=0x8, size=0xfd328c) = 0
[345] quotactl{cmd=(xB0000000FFFFId1S, special=0xl, id=0x3a774aZc, addr=0x0) = -1 (Bad address)
[94E] fohown(fd=31, user=0x280000004F03elcl, group=UxFFFFFFFFFFFFa000) = -1 {Dperation not permitted)
[347] inotify_rm_watch(fd=31, wd=0xFFFFFFFFFFFFadIt) = -1 (Imalid aroment)
[348] readlirkat{dfd=31, pathname=" mnt Victims victind", buf=0x0, bufziz=8153) = -1 (Imvalid aroument)
[349] symlirk({oldname=" mnt Aictins", newname="/mntYicting victimd") = -1 {File exists)
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Examples of bugs found via Trinity Fuzzer

LU-3732 In Lustre Jira

@ hittps://jira.hpdd.intel.com/browse/LU-3732
Trinity put the light on the Bug
@ A 3-line reproducer could be written to ease debugging

[ ¥

Linux Weekly News speaks about Trinity Fuzzer
@ https://lwn.net/Articles/536173/

llllllll
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https://lwn.net/Articles/536173/

Cea Getting Trinity Fuzzer

Project URL

@ http://codemonkey.org.uk/projects/trinity/
@ http://github.com/kernelslacker/trinity

Downloadable tarball
@ http://codemonkey.org/uk/trinity/trinity-git-snapshot.tar.xz

We have no share in Trinity and did not took part in its
development but we really like it. We hope you'll enjoy it.

enjoy !
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